What is a Computer Crime?

Criminals Can Operate Anonymously Over the Computer Networks.

Be careful about talking to "strangers" on a computer network. Who are these people 
anyway?
Remember that people online may not be who they seem at first.

Never respond to messages or bulletin board items that are:
1.Suggestive of something improper or indecent;

2.Obscene, filthy, or offensive to accepted standards of decency;

3.Belligerent, hostile, combative, very agressive; and

4.Threaten to do harm or danger towards you or another

 

Tell a grown-up right away if you come across any information that makes you feel
uncomfortable.

Do not give out any sensitive or personal information about you or your family in an
Internet "chat room." Be sure that you are dealing with someone you and your parents
know and trust before giving out any personal information about yourself via e-mail.

Never arrange a face-to-face meeting without telling your parents or guardians. If your
parent or guardian agrees to the meeting, you should meet in a public place and have a
parent or guardian go with you.

 

Hackers Invade Privacy

Define a hacker.
A hacker is someone who breaks into computers sometimes to read private e-mails and other files.

What is your privacy worth?
What information about you or your parents do you think should be considered private?
For example, medical information, a diary, your grades, how much money your parents owe, how much money your family has in a savings account or in a home safe, and your letters to a friend. Would this kind of invasion of your privacy be any different than someone breaking into your school locker or your house to get this information about you
and your family?
Hackers Destroy "Property" in the Form of Computer Files or Records.

Hackers delete or alter files.

When you write something, like a term paper or report, how important is it to be able to
find it again?
Would this be different if someone broke into your locker and stole your term paper?

How important is it that data in computers like your term paper, a letter, your bank 
records, and medical records, not be altered?
How important is it for a drug company or a pharmacy to not have its computer files 
altered or deleted by hackers? What would happen if a hacker altered the chemical
formulas for prescription drugs, or the flight patterns and other data in air traffic control
computers? What does the term "tamper" mean? To interfere in a harmful way or to alter
improperly.
Is tampering with computer files different from tampering that occurs on paper files or
records?

